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Abstract

Jiminy: a framework for explicitly rewarding users who
participate in reputation management systems by submitting
ratings. To defend against participants who submit random or
malicious ratings in order to accumulate rewards, Jiminy
facilitates a probabilistic mechanism to detect dishonesty and
halt rewards accordingly.

Jminy’s reward model and honesty detection agorithm,
and its cluster-based implementation are highlighted. The
proposed framework is evaluated using a large sample of reat
world user ratings in order to demonstrate its effectiveness.
Jiminy’s performance and scalability are analysed through
experimental evaluation. The system is shown to scae
linearly with the on-demand addition of slave machines to the
Jiminy cluster, alowing it to successfully process large
problem spaces.
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» When user noselength rises above a cerD
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» When user is deemed dishonest rewards for
further ratings that she submits to the RMS are
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- and remain so for a specific period of time
(probationary period).

» An exponential back-off scheme is followed
for the value of the probationary period, which is
doubled each time a participant is considered as
being dishonest - ensures that there is a
substantial  penaty for recurring dishonest

Fig. 1. Jiminy reward model

behaviour, and, at the same time avoid being too
strict to firsttime cheaters. To achievethis,

Algorithm

1. UpdateT Vaues()
Require: New ratings added to RM S since last update

1: AffectedUsers? Find users that have rated subjects that appear in new ratings

2: for (each user uin AffectedUsers) do

3: UserSubjects? Find subjects rated by useru

4: NewUserRatings? Find new ratings aboutUser Subjects
5: for (each new user ratingi in NewUserRatings do

6: Subject ? Subject rated byi

7: UserRating? Rating about Subject by user u

8: NumberSame? Number of ratings about Subject equal to UserRating

9: Total SubjectRatings? Number of ratings that rate Subject
10: T,? T,- (log(NumberSame - log(Total SubjectRatings)
11: if (UserRating = rating of rating i) then

12:T,? T,+ (log(NumberSamet 1) - log(Total SubjectRatingst 1))

13: else

14:T,? T,+ (log(NumberSame - log(Total SubjectRatingst1))
15: end if

16: end for

17: end for
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Fig. 2. An overview of the Jiminy clustered architecture
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Design and Implementation

» Multi-process multi-threaded application in Java
» MySQL backend for storage and retrieval of user data/ratings
» Distributed processing for faster computation of nose lengths

» Master/Slave architecture: Slave registers with Master and getsassigned a
subset of usersin the systems— subsets are digoint

» User trustworthiness requests are dispatched to appropriate slae by the Master,
when queried

» Master provides a GUI for front-end queries and also to set the threshold values
for honesty and dishonesty

» Jiminy system makes use of persistent storage for storing intemediate
results and general statistics on the participants and the subjets that are rated
» Failure of dave machinesis handled by the master using the Jaa exception
handling facility

> Computation of T and standard deviation are performed after agregation of
sum of log likelihoods of each user at the Master

Honesty Metric - Data Set
» Nose Length distribution is assumed

Algorithm Evaluation

Scalability

Gaussian with small number of users
being dishonest away from the main
lobe

»Above honesty metric is valid, if user
ratings are independent

Gaussian from
grouplens data

From the correlogram of ratings of
various users (in time) using group lens
data shows no dependence

» Mr. Average. This user periodically queries the RMS to obtain the average ratng
for each movie he wishes to rate, and subsequently submits themteger rating closest
in value to the average rating reported for the same movie. Thisaverage rating
reported is unlikely to continually be the most popular rating lecause of the nature of
theratings' distributions.

» Ms. Popular. This user periodically queries the RMS to establish the most popilar
rating for each movie she wishes to rate, which she then submitgor the same movie.
» Mr. Disagree. This user periodicaly queries the RMS to obtain the average ratng
for each movie he wishes to rate, and then reports a rating thatis as far from the
average value as possible. For instance, he would report 1 if tle average rating was 5
and vice versa, and he would report 1 or 5 (at random) if the aerage rating was 3.

» Ms. Random. This user periodicaly submits a random rating for each movie se
wishes to rate.

For 43 from the RMS, for above users, the results are as follows

Mr. Average T,= -89 Z =19.28
Ms. Popular T,=-7.84 Z =2478
Mr. Disagree T,=-39.35 Z=-132.85
Ms. Random T,=-20.31 Z=-37.64
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