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Abstract
So far virtual machine (VM) migration has focused on trarrifig

the run-time memory state of the VMs in local area networks

(LAN). However, for wide-area network (WAN) migration it is
crucial to not just transfer the VMs image but also transfer i
local persistent state (its file system) and its on-goingvoek
connections. In this paper we address both: by combiningekbl
level solution with pre-copying and write throttling we shéhat
we can transfer an entire running web server, includingacsll
persistent state, with minimal disruption — three secomdthe
LAN and 68 seconds in the WAN); by combining dynDNS with
tunneling, existing connections can continue transpbremibile

new ones are redirected to the new network location. Thus we

show experimentally that by combining well-known techrgin
a novel manner we can provide system support for migratirigali
execution environments in the wide area.

Categories and Subject Descriptors  D.4.0 [Softwarg: Operating
Systems

General Terms Design, Performance, Experimentation, Measu-

rement

Keywords Live Virtual Machine Migration, Storage, Persistent
State, Wide Area, Network Redirection

1. Introduction

VM migration technologies [8] have so far focused only ontaap
ring and transferring theun-time, in-memory statef a VM in a
LAN, but not itslocal persistent state— a file system used by the
VM, which is stored on a local storage device. Handling the la
ter is necessary [8, 31], among other reasons to suppde-area
migration, where common network-attached storage, aittedsy
the source and destination servers, is not available. Eumibre, lo-
cal storage presents availability, performance, seguitgt privacy
advantages, and is used in practice in a variety of cases kding
storing swap files, databases, and local on-disk caches, X4
migration across WANSs involves a change in the VM's IP adsires
which breaks existing network associations, e.g. TCP atiiores,
and thus can neutralise the advantages of live migration.
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Our contribution is the design and evaluation of a systerh tha
enables live migration of VMs that a) use local storage, and b
have open network connections, without severely disrgptiveir
live services, even across the Internet. Our system prizsdgcal
persistent state — transfers it from the source to the degtim
while the VM operates on the source host. During this tranisfe
employs a user-level block device to record and forward aritew
accesses to the destination, to ensure consistency. Aviigit yet
effective temporary network redirection scheme is combinith a
quick announcement of the new addresses via dynDNS to atiew t
VM'’s open network connections to continue even after migrat
and to ensure that new connections are made seamlesslynawits
IP address.

Our system has been implemented as part of the XenoServer
platform [9] and builds upon the Xen [2] facility for memory
migration. For robustness and practicality we chose to izs®lard
techniques wherever possible, such as pre-copying, Varix¢tking,
and IP tunneling. An extensive experimental evaluatiorligts
that our system offers an effective solution, featuring:

e Livemigration. The VM continues to run while transferring its
memory and local persistent state.

e Consistency. When the VM is started on the destination after
migration, its file system is consistent and identical todhe
the VM was using on the source.

e Minimal service disruption. Migration does not significantly
degrade the performance of services running in the VM, as
perceived by their users — three seconds for a running web
server providing dynamic content to 250 simultaneous tdien
in the local area, and several orders of magnitude lower than
using freeze-and-copy approaches in the wide area.

e Transparency. Services running in the migrated VM do not
need to be migration-aware in any way, and can be out-of-the-
box. The VM’'s open network connections remain alive, even
after an IP address change, and new connections are selgmless
redirected to the new IP address at the destination.

The functionality of our system cannot be achieved with any o
the common workarounds for the absence of local persistatd s
migration: prohibiting VMs from using local storage by matidg
that they exclusively use network-attached storage doesupport
VMSs running services that require local storage, nor doésciti-
tate migration in the wide area. Distributed file systemd,[fi®v-
level data transfer protocols [11], and Copy-on-Writeduhever-
laying [14] techniques require that VMs have their files pamnent-
ly stored on a remote server, and often present privacy andise
challenges. Approaches based on on-demand fetching a$teeits
state from the source host [26, 15] suffer from complicagsidual
dependencies.



The rest of the paper is structured as follows. In Section 2
we explain our design choices and architecture. In Sectiare 3
describe the implementation of our system. In Section 4 weqnt
the experiments undertaken and results obtained, demtingtr
that it provides an effective solution. In Section 5 we d&crelated
work. Finally, in Section 6 we conclude and outline futurerkvo

2. System design

A migration client, running at the source, communicateshveit
migration daemon, running at the destination, to orchestitae
transparent migration of the VM, its local persistent stated its
network connections.

2.1 Operating environment
Our system is designed to operate between source and diestina

contention on resourcesuch as network bandwidth, processor
cycles, and local disk throughput, between the service &aed t
migration process. Our system addresses this by combiaiteg
limiting of the migration process withvrite throttling, which is
described in Section 3.2.

Migration of local persistent state can be done a) on-demand
where blocks are fetched from the source only when they are re
quested by applications running in the VM at the destinatam
b) using pre-copying, where all state is copied to the dastin
before the migration is completed. Pre-copy-based minatikes
longer to complete, whereas on-demand-fetching resuléslom-
ger period of perceived performance degradation by apjgita
running in the migrated VM. We chose the former, as miningsin
downtime and performance degradation is more importamt t&a
ducing the total migration time in the application cases aresader.

In many situations, and largely so in XenoServer usage cates

on hosts that use Xen, and are connected by a TCP/IP network.grations can bplanned— for instance when done for maintenance

The VM to be migrated is unprivileged, and runs XenLinux — a
patched Linux kernel that runs on Xen and includes the fruhte
block device driver described in Section 3.1. The storageiy/M-

so a XenLinux one and usé#ock tap[33] to export block devices
into the VM to be migrated. These block devices fileebacked
that is to say the contents of the block device are stored ordin
nary file on the file system of the storage VM. The tetisk image

is used in the rest of this paper to refer to this file. The VMsuse
these block devices for storing its root file system and swag.fi

2.2 Design requirements

The design of our system is driven by the following four ceall
ging requirements.

Live migration Since it is necessary that the migrated virtual
machine is not stopped during the migration, our systenopas
the transfer of the VM's local persistent state in paralteltie
continuing operation of the VM.

Consistency To enable the VM to continue operating — and even
modify the source file system — while the file system migration
in progress, and at the same time ensure consistency bleéwiv

is restarted at the destination, our sysiaterceptsall writes made
through the block device at the source. These are appliedeto t
source file system and also sent to the destination host venere
later applied to the destination file system.

Our system ensures consistency and prevemite-after-write
hazards such dsst updategwhen older writes replace newer ones)
in three ways: Firstly, we use TCP for reliable in-order aaty
of network packets. Secondly, changes made at the sourec®tire
applied at the destination until the transfer of the diskgmas
complete. Finally, these changes are applied at the déetinia
the order in which they occurred.

The consistency requirements of our system are subtlyreifte
from those of distributed block devices, such as DRBD [28§c&
these are built for long-term mirroring, they need to enshat the
block devices at each end are consistent at all times. Imastnour
system is designed for one-off migration. Therefore, iyargeds
to ensure that the disk image at the destination is consisti¢h
the one at the source at one point in time: when the migrated VM
starts executing at the destination.

Minimal service disruption VM migration can disrupt services
— from a user’s perspective — by incurrinchagh VM downtime
Our system reduces this downtime by supporting live migratif
local persistent state, integrated with the iterative Xegnmory-
only live migration solution. The temporary network rediien
mechanisms we have implemented are simple and lightweight a

or hardware upgrades.

Transparency To ensure that out-of-the-box services can be mi-
grated without requiring reprogramming or reconfiguratiand
minimise the number of changes or special software modeles r
quired, we chose to implement our facility at the block level
instead of the file system level. It does not require that Vigs a
certain type of custom file system, and enables migratingygre

of file system used by the VM, including swap. At the same time,
we avoid the complexity of dealing with the sharing semaniiat
exist at the file system level.

Our network redirection framework enhances transparegcy b
keeping open connections alive after migration when the &/’
address changes. It enables a seamless switchover to treriéw’

IP address — new requests are automatically redirectectoeiv
address. Thus we do not require the applications to usef&peci
protocols that have built-in redirections [22, 16, 27, 28dr do we
require packet rewriting [7], which may cause inconsisiesdn

the TCP migrated in-memory state that relies on the old |Pezid

Nor do we need complex and costly software or hardware setups
such as load balancers (e.g. Cisco LocalDirector).

2.3 Architecture

Our system operates in the following stages, as shown inr&igu
First, theinitialisation stage sets up the ends of the migration
process and handles logistics. It then startshilik transferstage,
which pre-copies the disk image of the VM to the destination
whilst the VM continues to run. Then, our system invokesXea
migrationinterfaces for the incremental migration of the VM'’s run-
time state to the destination, again without stopping the VM

As the VM continues to run at the source during both the bulk
transfer and Xen live migration stages, we need to ensutattya
changes to its disk images are forwarded to the destination a
applied to the version there. Thus during both stagesntezcept
write operations that occur on the source file system, andrgémn
deltas— communication units that consist of the written data, the
location of the write on the disk, and the size of the writtestad
We thenrecord deltas in a queue at the destination host for later
application to the disk images there. If the rate at which\thé
is performing write accesses is too high for the migratiofirish
— which is limited by the available network bandwidth — we use
write throttling to slow down the VM sufficiently for the migration
to proceed.

After the bulk transfer stage is finished, and in parallelhe t
Xen live migration stage, our system enters the staggplication
of deltas applying each delta enqueued at the destination to the disk
image there. For consistency, any new writes that occunduhiis
stage are queued on the destination host and once agaiedppli

ensure a minimal downtime. Disruption may also be caused by order. Towards the completion of the Xen live migration stéue
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Figurel. Overview of the migration process (without network redii@t and write throttling)

source VM is paused, and its copy at the destination is stafte
the same time the temporary network redirection systenaisest
if the VM is migrated across the Internet — if the destinatidvi

Initialisation Authentication, authorisation, and access control
on the requests are handled by the XenoServer platform softw
re [9], which interfaces with the migration daemon at theides-

has to use a different IP address than the source VM. It keepson. When a VM migration is requested through the migraticent!

open connections alive and ensures that new connectiomsaate
directly to the destination VM with its IP address.

3. Implementation

In the following sections we describe how the migration afalo
persistent state can be realized using standard techniglesgre-
sent the concept of write throttling to tackle highly writéensive
workloads, and outline our temporary network redirectianfe-
work.

3.1 System operation

This section describes the implementation and operatidheo$y-
stem during the subsequent stages of the migration proE&gs.
re 2 provides an an overview of the system’s components and fo
ses on the handling of I/0 requests during migration.

on the source host, the client process forks, creating aatedia
stenerprocess, and signals to the user-space block device driver
to enterrecord modeOnce in this mode, the driver copies the de-
tails of any writes made through the block device to the tiste
process, which transfers them to the migration daemon atebe-
nation. Meanwhile, the client process performs the bulkdfer of

the disk image to the destination. At the destination theratign
daemon process also forks into two for receiving the dehalstiae

bulk transfer in parallel.

Bulk transfer  During this migration stage the system copies the
VM'’s disk image from the source to the daemon at the destinati
whilst the file is in use by the running VM at the source. It isrthio
noting that the data transferred during migration does eetirio be
the entire file system used by the VM. The XenoServers platfor
uses Copy-on-Write and persistent caching of immutédnieplate
disk imageson all XenoServers, allowing transferring only the
differences between the template and the customised diagem
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Figure2. Implementation of our migration architecture

of the VM when migrating [14]. In order to prevent disrupting
locality in the VM's buffer cache and ensure performance th
system ensures that block reads bypass the buffer cacheydhis
stage.

Xen livemigration After bulk transfer the system invokes Xen'’s
live migration interfaces. Xen iteratively logs dirtied mery pa-
ges and copies them to the destination host without stopiieg
VM being migrated [8]. In its final phase it pauses the sourbé V
copies any remaining pages to the destination, and resuxees-e
tion there.

Intercepting and recording Xen supports &plit-driver archi-
tecturefor block devices — a frontend that provides a raw block de-
vice in the kernel of the guest VM{kfront) communicating with

a backend in a privileged storage VM via a ring buffer. Toriogpt
write operations on the source VM, we use bieck tap(blktap)
framework [33]. This provides a small backend kernel modude
allows forwarding requests to the backend to a user-spaue s,
which enables us to implement our block device driver in space
for safety and practicality.

1/0 requests are handled as shown in Figure 2. When a file

system access is made by a process in the guest VM, an |/Osteque
is passed through the file system layer, frontend driverparehp
driver in the storage VM, to the user-space backend usinguesgh
memory interface via a character device (operations 1-#¢ T
backend writes to the local disk image and sends the defditeo
write operation to the migration client, which packagesiadelta

and sends it to the daemon (operations 5-9a).

Application of deltas After bulk transfer, and in parallel to Xen
live migration, the migration daemon applies deltas to thyayoof

the disk image at the destination (operations A and B in E@)r
Once the queue of deltas is empty and the Xen migration psoces
is completed, the destination disk image is in a consistetes
Therefore, our system delays any attempted I/O operatipribeb
VM until that point. Processing of I/O requests is resumed as
soon as the daemon indicates the completion of the apjlicafi
deltas (operation C). In the majority of cases the migratiaemon
completes its work during the final stage of the Xen migration
Thus, no delay is added to the migration process.

3.2 Writethrottling

In order to handle highly write-intensive workloads we have
plemented a simple write throttling mechanism. This is Hasea

thresholdand adelay when the VM reaches the number of writes
defined by the threshold, each further write it attempts layesl
by the delay parameter. Also, the threshold and delay arbledu
to slow writes further if the new threshold is reached. Incticee,
we have found 16384 to be a suitable value for the initialshoéd,
and 2048 microseconds to be an effective initial delay patam
We have found this algorithm to be simple yet effective indian
ling highly write-intensive workloads. The enforcementtp the
mechanism is separated from the policy one for extengibilit

3.3 Wide-areanetwork redirection

When migration takes place between servers in differemtanss,

the migrated VM has to obtain a new IP address and thus exi-
sting network connections break. Our temporary networkeed

tion scheme overcomes this by combining IP tunneling [2Xhwi
Dynamic DNS [34].

Just before the VM is to be paused at the source such that
the live migration can complete, we start the redirectiomeste.
With the help ofiproute2 we set up an IP tunnel between the
old IP address at the source and its new IP at the destination.
Once the migration has completed and the VM can respond at its
new network location we update the Dynamic DNS entry for the
services the VM provides. This ensures that future conoesti
are directed to the VM’'s new IP address. In addition we begin
forwarding all packets that arrive at the source for the Vigld
IP address to the destination, through the tunnel. Padkatsitrive
during the final migration step have to either be dropped eugd
in order to avoid connection resets. We choose to drop thémg us
iptables. After the restart of the VM at the destination the VM has
two IP addresses: its old one, used by existing connectionsigh
the tunnel, and its new one, used by new connections dirfdiky
tunnel is torn down when no connections remain that use thisVM
old IP address.

We have implemented and tested the above solution, and found
it to be a practical and effective way of achieving migratiigls
without interrupting their network connections. The perfance
degradation experienced by the VM is minimal. Our solutieui-
res the cooperation of the source server for only a limitedwarh
of time as most connections are short-lived — for instanoseho
VMs running Web servers. Furthermore, in the worst-case theif
source server does not cooperate — the approach is as go@has X
migration without redirection.
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4, Evaluation

Our implementation has been tested in a number of realistie u
ge cases and shown to successfully support live migratiemtirfe
VMs including their local persistent state. It allows VMsdonti-
nue running during the migration and transparently retsreet-
work connections to the migrated VM at the destination. et
more, it ensures that the destination file system is comsgisted
identical to the one at the source.

In this section we describe the experiments undertakendn-qu
titatively evaluate thalisruptionthat migration causes to the ser-
vices, as perceived by their users in terms of delayed serec
sponses. Our results demonstrate that our system doegndt-si
cantly impact running services during live VM migration tper-
forming freeze-and-copy approaches by several orders ghita
de. Additionally, our experiments show that the system is &b
successfully handle workloads where VMs perform disk vgrae
an excessive rate — we term thediabolical workloads Further-
more, we demonstrate that the system does not introducaidi-sig
cantdisk performance overheambmpared to disk access using the
unmodified block tap-based drivers.

We define the following metricddowntimerefers to the time
between pausing the VM on the source and resuming it on the
destination, during the final stage of memory migratigsruption
time is the time during which clients of the services running in
the migrated VM observe a reduction of service responsag&ne
— requests by the client take a longer time to return. We term
the difference between disruption time and downtiauglitional
disruption it is an indicator of the additional disruption caused by
our system compared to Xen memory-only migratibfigration
timeis the total time between the point at which the migration is
started by a migration request, to the point at which it is pleted
and the VM is running at the destination. Finally, thember of
deltasand delta ratedenote the amount of changes made to the
source disk image during the bulk transfer stage, indigatiow
write-intensive a given workload is.

4.1 Workload overview

We considered three workloads: that of a web server sestatic
content that of a web server hostingdynamic web applicatign
and that ovideo streamingThese workloads reflect realistic usage
cases found in XenoServers, and at the same time neatlscatéu
the spectrum of I/O disk write load, as shown in Figure 3. Tyreed

Test VM

Host A
Host C

A

[
b=t

Switched Ethernet (Primary)

Figure4. Experimental setup

mic web workload generates a large number of writes in butsts
static web workload generates a medium, roughly constanbeu
of writes, and the video streaming workload creates redtifew
writes but is very latency sensitive. To these we added aotiiab
cal workload, generating disk writes at a very high rateett bur
write throttling facility.

Furthermore, the chosen workloads are unsuitable for m&two
attached storage based migration, due to cost — storagerseos
expensive to run for migrating a web server, and performance
the dynamic web server and streaming server would experienc
performance degradation by accessing their data over thwrie

4.2 Experimental setup

We used the configuration shown in Figure 4 for all experiment
described in this section. All hosts were dual Xeon 3.2GHthwi
4GB DDR RAM and mirrored RAID arrays of U320 (10k RPM)
SCSI disks. All hosts were connected by two separate 100Mbps
switched Ethernet networks. Installed on hosts A and B was a
snapshot of the Xen unstable release and XenLinux 2.16.13.

The migrated VM was provided with 512MB of RAM and was
configured to use a single CPU. The VM used a 1&B3 disk
image with installations of Debian GNU/Linux 3.1, Apach®,2.
and all the required libraries and dependencies of the ttavgb
application such as MySQL. The privileged storage VMs (VMO0)
on hosts A and B were usingt3 disk images and were hosting
the backend block device driver as well as our migratiomtléand
daemon, as described in Section 3.1.



Workload Migration | Disruption | Number | Deltarate]| Total transferred] Overhead
time (s) time (s) | of deltas| (deltas/s) (MB)
Static Web Content 680 1.04 511 0.75 1643 7%
Dynamic Web Application 196 3.09 1173 5.98 2085 36%
Streaming Video 148 3.04 5 0.03 1546 1%
| Diabolical Load | 811 ] - | 39853 | 49.14 | 1692 | 10% ]

Table 1. Summary of results recorded for the different workloadse @ifabolical load experiment was the only one performed witite

throttling enabled

In all cases the VM was migrated from host A to host B over
the primary network Host C was used as the client of the services
running in the VM, generating HTTP requests to its serviagtg
the migration. These requests and the corresponding sepbee
transmitted over the primary network in all cases excepfréeze-
and-copy and wide-area migration experiments — Sectiods 4.
and 4.5. During the evaluation period the machines were sed u
for any service that was not strictly necessary for the erparts
undertaken. All throughput, disruption time, and inteikalrtime
measurements were obtained ustagdump. All experiments were
repeated several times.

To emulate a wide-area network for the experiments in Secti-
ons 4.4 and 4.5, we used the Linux traffic shaping inteffaoe
limit bandwidth to 5Mbps and add a round-trip latency of 180m
between hosts A and B. This is representative of the corvikycti

during the migration due to the throughput taken by the nallkg-
fer, as this experiment is network-limited. Note that theoant
of throughput allocated to the bulk transfer can be adjusiidg
straightforward rate limiting.

This experiment demonstrates that our system, integraiiéd w
Xen live migration, is able to migrate a running common Sevi
(along with its local persistent state) without any nottdealisrup-
tion to its clients. Moreover, the additional disruptiomusad by our
system is less than 1% of downtime.

This also highlights the effectiveness of our framework for
system maintenance and upgrades. Given a high-avaijaBSiliA
of 99.999% server uptime, our system allows up to 289 migmnati
in a year — or nearly six migrations a week, while still safisf
the SLA.

observed between a host in London and a host in the east doast 04-3.2 Web server: dynamic web application

the US.

4.3 Local-area migration results

We summarise these results in Table 1. The apparent disaepa
between our results and those reported in [8] is due to therlow
bandwidth available in our testing environment — 100Mbpsi€o
pared to 1Gbps in the experiments conducted by the Xen projec
team.

431 Web server: static content

This test measured the disruption caused when runningie st
server in a VM on host A, while it was being migrated to host B.
Client HTTP traffic was generated on host C using SIEGHe
load consisted of 25 clients simultaneously and repeljtidewn-
loading a 512KB file from the web server, making the experimen
network-limited. To evaluate the disruption observed k@ ¢hent
during migration, we measured the throughput of the HTTPR tra
fic before, during, and after the migration. We also measthed
throughput of the different protocols in use in the differarigrati-

on stages.

The results of this experiment are shown in Figure 5. Migrati
starts after 25 seconds, causing a drop in HTTP throughppéras
of the network is used for the bulk transfer. After 450 sesond
Xen migration starts. Migration terminates after apprcadety 700
seconds, causing a brief drop in HTTP throughput — and thus
an increase of the Xen migration throughput — due to pausing
the VM. The deltas generated under this workload are priynari
caused by the writing of the log files for the web server ant dha
other generic system logging during migration. This expathe
regularly spaced and small in volume peaks in delta througlas
the log files are only flushed to disk regularly.

The measured disruption time 1s04 secondsand practically

For this test we run thgnpss® bulletin board software in a VM on
host A, and evaluated the effect of the migration of this VMbst

B. To generate HTTP requests and file system writes, we built a
web robot that crawled the bulletin boards at random andnvithe
came across a form for submitting posts to the board, it stiedi

an arbitrary post — this happened in 5% of cases. Each such pos
led to a MySQL query, which inserted data into a database. We
run 250 simultaneous threads of this web robot on host C for th
duration of the experiment.

The HTTP throughput as well as that of migration protocols wa
measured as described in Section 4.3.1, throughout theatiugr
The results of this experiment are shown in Figure 6. Trigdéday
a migration request, the bulk transfer starts at 25 secavitlsthe
first large burst of deltas occurring after 62 seconds. Xegration
is invoked after 125 seconds, and the experiment finishes 226
seconds.

Our system enables the migration of a running web server pro-
viding dynamic content backed by a database to 250 clieritis av
disruption time of only3.09 secondsThis is higher than in the sta-
tic web workload experiment — as a result of the larger nunaber
deltas due to the bulletin board posts, but it is still low @gto not
to be noticed by most human users in a web context. Furthe;mor
given the high-availability SLA described in the previogsson,
our system allows 98 migrations in a year for system maimtesa
and upgrade.

In contrast to the static web workload, HTTP throughput is no
significantly affected by migration. The reason is that tkpesi-
ment is not network-limited — there is sufficient capacity &l
flows. This is why the total migration time is shorter. Thehgg
variation of the bulk and Xen migration throughput is a resdl
the workload’s bursty nature and the varying size of the waep
downloaded.

This experiment demonstrates that our system is effective i

unnoticeable by a human user. The HTTP throughput is reduced migrating running services that write to the local disk atighbr

Ihttp://sourceforge.net/projects/tsiface/
2http://www. joedog.org/JoeDog/Siege

rate, and in a bursty fashion, without disrupting them salyer

Shttp://www.phpbb.com/
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Figure 6. Throughput of migration protocols during VM migration umadiynamic web load.
Similarly to the previous experiment, the measured disoagtme temporarily disrupted after 168 seconds, when the VM isstdp
is nearly identical to the downtime, which is entirely duethe at the source and started at the destination. The disrugtiewas
Xen live migration process. This shows that our system plewi again minimal (3.04 seconds), and it was alleviated by tHéebu
important additional functionality (migration of local rséstent of the video player software. The human viewer did not nagicg
state) without introducing additional disruption. jitter or distortion of the video at any point during the na@ton of
the running streaming server.
: ; This is supported by the recorded packet interarrival timea-
4.3.3 Streamingvideo M X - )
) g ) o ] ] sured, shown in Figure 8, which demonstrate that there iacre4
In the previous scenario, variation in response time dudtkere ase in the packet interarrival times except during the fitsjes of
the downtime from the final stage of the Xen live migrationronti the Xen migration, when the VM is paused.
the replay time did not affect the user in a considerable Waleo In this experiment no packets are lost as we use HTTP over
streaming provides a different workload with few writest lmwer TCP streaming, although we observe the effects of retrasiomni.
tolerance towards latency. In this experiment we streamledge Three packets have significantly increased delays folldwesbme

video file (245MB) from the VM to a single client in host C, ugin  packets with smaller interarrival times. Overall the digtton du-
standard HTTP streaming. The video was viewed on host C by a ring that stage is short enough to be absorbed by the cligferbu
human user using a standard video player. While the video was As in previous experiments, the contribution of the peesisstate

being streamed, we measured the throughput of the videfictraf  migration process to the measured disruption time is nibgig
and the migration protocols, as described in Section 48elalso

measured the interarrival times of video packets on host C. . .
The throughput results of this experiment are shown in Egur 4.4 Comparison with freeze-and-copy
The bulk transfer starts at 25 seconds and switches to Xeramig In a scenario similar to that described in Section 4.3.2h it
tion after 118 seconds. The relatively constant HTTP thinpuiyis HTTP traffic to and from host C carried over the secondary net-
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scp rsync || Our system
LAN Migration time (s) | 148.32| 228 206.79
Disruption time (s)| 148.32| 72 3.12
WAN  Migrationtime (s) | 4585 | 2160 3777
Disruption time (s)| 4585 279 67.96

Table 2. Comparison with freeze-and-copy approaches, with HTTiRd@arried over the secondary network.

work, we tried two approaches for copying the VM state: in the rsync to transfer the VM’s memory image file and disk image, and
first one, we stopped the VM on the source host, copied its memo resumed the VM on the destination.
ry and disk state using the Secure Copy Protocgliscommand, The results for freeze-and-copy migration are shown indabl
and then resumed it at the destination. In the second onesaet u In the local areascp results to a disruption of time of 148 seconds,
rsync in the following fashion. First, we synchronised the local while rsync achieves 72 seconds. Our system significantly outper-
disk image with the remote disk image by runnifgmc three ti- forms both approaches by disrupting the service for onlp 34-
mes, while the VM was still running — we experimentally found conds. The slight difference between this result and thepoegen-
that this number of runs produced the most favourable 1= $oit ted in Section 4.3.2 is due to the use of the secondary netfwork
the rsync approach. Then, we suspended the VM on the source, carrying HTTP traffic. In the wide area, the disruption thaekze-
storing its memory state into an image file. Subsequently,ses and-copy systems cause increases significantly, to 216Q@aad
seconds foecp andrsync respectively. To demonstrate the ability



of our system to reduce these severe disruption time in aida-
scenarios, we undertook the following experiment.

45 Wide-areamigration results

This experiment evaluates the disruption caused by ouesydu-
ring a migration in the emulated wide-area environment idesd
in Section 4.2. We again run a web server providing a bulletin
board, see Section 4.3.2. However, in this case the HTTRctraf
(requests and responses) was carried over the secondamyrket
in order to isolate the client-side measurements from tfexedf
rate limiting. This represents the case where the cliertas qual
network distance from both the source and destination hosts
The results are shown in Figure 9. The bulk transfer is starte
after 260 seconds, and the Xen migration after 2250 secdfiels.
gration finishes at 3600 seconds with only 68 seconds ofjplismu
time. The much larger number of deltas applied to the destima
file system (16787) is due to the lower bandwidth availabilihe
bulk transfer and Xen migration take longer, thus giving fié
the opportunity to generate more disk writes at the sourgghBr-
more, using our temporary network redirection mechanismu
managed to maintain its connectivity to its clients.
Our system reduces disruption time very significantly — see
Table 2, by a factor of 67.5 and 4.1 ovep andrsync, respectively,
in WAN migrations. Total migration time is still relativelgng (one
hour and sixteen minutes) due to the limited bandwidth atdity
— 1/20th of that in the LAN, but that is significantly less inmant
than reducing disruption time in the applications we coasid

tercepting writes (i.e. before and after the VM migratior)) the
modified in record modease, where our new backend was inter-
cepting writes, and d) theodified during migratiorcase, where
1/0 performance was measured during a live migration of a VM
running Bonnie, including its local persistent state.

The results of this are shown in Table 3. Our modified backend
introduces an overhead of 0.91% when the backend is notéandec
mode. This does not observably degrade the performanceeof th
VM and its services. When the record mode is turned on, 1/O per
formance is reduced by 9.66%, which increases to 11.96%galuri
a migration. However, as discussed in Section 4.1, this doese-
sult in a significant disruption of the services from themig point
of view.

This experiment demonstrates that, even under exceptional
heavy load, the I/O overhead incurred by using our system is
minimal, and is only potentially observable during a mignat
Combined with the observations of the previous experimehis
demonstrates that we are able to introduce additional ifumegity
(migration of local persistent state) with only minimal vetion of
performance.

5. Related work

In this section we position our solution among related syste
which we classify under the following four categorifégeze-and-
copy, remote storage only, remote block devices and on-ggma
fetching,andcontent mirroring

Yet this demonstrates that our system can be used to performprreeze-and-copy The simplest way to allow the migration of a

planned wide-area migration of running services and thaall
persistent state. It reduces disruption by several ordensagni-
tude and the additional disruption introduced by includiagal
persistent state and network traffic redirection is agagjligible
— less than 1% of downtime.

4.6 Diabolical workload results
If the VM to be migrated writes to the disk at a very fast rate, i

generates a large number of deltas, which consume most of the

CPU cycles and network bandwidth. This prevents the mignati
from progressing. To demonstrate the effectiveness of aitew
throttling mechanism, described in Section 3.2, we run Bafras
a diabolical workload generator in the VM.

Figure 10 shows the results of measuring the throughputeof th
different flows. Initially, the bulk transfer is starved farsources.

It only transmits at 32kbps, as most of the available CPUesyale
devoted to processing the writes and deltas. After appratd
325 seconds the VM reaches the first write threshold (1638&ésyr
and our first-level throttle is invoked. This delays eachtevby
2048 microseconds and allows the bulk transfer’'s througipu
increase to more than 20Mbps. At around 670 seconds thedecon
level throttle is invoked at 32768 writes. Now the write rase
reduced even further, allowing the bulk transfer (and Xese li
migration) to continue at a higher pace.

The total migration time using throttling is 811 secondsdéin
lining the effectiveness of our mechanism, if the 1/0O loashirthe
VM was not throttled the total time to transfer the bulk of teta
would be just over 3 days.

4.7 1/O performance over head results

We again run the Bonnie benchmark in a VM on host A, and mea-
sured the throughput achieved in four different VM I/O drigen-
figurations: a) theinmodifiedcase, where we used the off-the-shelf
block tap and backend drivers found in Xen without any change
b) themodifiedcase, where we used our new backend without in-

4http://www.acnc.com/benchmarks . html

virtual machine that uses local storage is to freeze the VMo— t
avoid file system consistency hazards, copy its memory arsi-pe
stent state, and then start the VM at the destination. Fanphka
the Internet Suspend/Resume project [36] allows suspgradper-
sonal computing environment and transporting it to angphgsi-
cal machine, where it is later resumed. For file systems ddlistie
size, this results in severe service interruption, as detnated in
Section 4.4.

Remote storage only Several migration systems [10, 19, 20, 3]
can only migrate VMs that a) do not use any local storage, and
b) only use storage on a file server that is accessible by both
the source and the destination host. For accessing the editeot
server NFS [28] can be used in the local area and distributed
file systems [6, 12, 37, 30] in the wide area. Peer to peer file
systems [1, 4] allow VMs to use a set of unknown remote peers
for storing their persistent state.

However, these have far lower I/0 performance than locékdis
thus are unsuitable for a large number of applications apdsty
of usage — for instance, for databases or storing swap files or
caches. At the same time, the storage of VM data on untrusted
peers may be incompatible with the trust and privacy requers
of commercial services using the VMs. Additionally, redudythat
custom file system software is installed and used by the neidgra
VM introduces administration overhead. Also, using thevabo
systems for booting VMs is technically non-trivial. Funthere in
platforms such as XenoServers [9], Grids [35], and Plaref{3],
migration is often used to bring services closer to theignth, in
order to reduce round-trip latency. Wide-area commurocatiith
a remote storage server significantly degrades servicerpeafce,
and negates much of the benefit of migration [13].

Remote block devices and on-demand fetching Such techniques
could be used to remove the need for migrating local perdistate
in advance of completing the migration. The migrated VM & th
destination would access its file system exported by theceduwst
over the network [15, 18, 24, 26]. However, using this resinta
longer period of perceived performance degradation by tkie &6
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Environment Output throughput (KB/s) % decrease from unmodifiefl
Unmodified 41462 -

Modified 41081 0.91%

Modified in record mode 37455 9.66%

Modified during migration 36505 11.96%

Table 3. Disk I/O overhead

blocks need to be continuously fetched over the network afegr
the migrated VM has started at the destination.

Furthermore, it causessidual dependengyroblems: such sy-
stems are vulnerable to unpredictable source host unbilaiiafor
instance in the case of a network disconnection or powarrtiln
effect this makes the VM dependent on the availability of hegts
instead of one, and thus halves the expected time until athest
VM depends on fails.

At the same time, requiring the long-term uninterruptedpeso
ration of source hosts conflicts with the federated, diseoted
nature of platforms such as XenoServers, Grids, and PlabetL
In such systems servers are under the decentralised athatinis

ve control of different organisations and may be unpredigtahut
down. Furthermore, the unconditional cooperation of ssrean-
not be readily assumed due to the lack of direct trust redatigps
between servers.

Additionally, many solutions that are based on on-dematd fe
ching [5, 25] exhibit I/O performance limitations in the idrea
due to tight coupling of I/O operations to network transriciss—
thus magnifying the effect of higher network latency. Usgugh
systems in the wide area would incur performance degradafio
the VM and its services, which our system avoids.



Content mirroring When services are stateless, an alternative to [11] K. Kim, J. Kim, and S. Jung. GNBD/VIA: A Network Block Dése

VM migration is maintaining a static network of servers aisthg
one of the existing content distribution architectures toon con-

tent [32]. While this avoids complex VM migration, it comes a

a high cost: that of setting up, managing, and maintainintatcs
global infrastructure of mirrors over a long period of tinkerther-
more, such platforms are underutilised [17]. By incorpogbur
migration system into the XenoServer platform we allow thead
mic creation of mirrors when needed, reducing deploymestsco
and improving server utilisation.

6. Conclusion

In this paper we presented the design, implementation, gad e

luation of a system for supporting the transparent, liveeaagea
migration of virtual machines that use local storage foirthersi-
stent state. Our system minimises service disruption — aotin
ceable three seconds for a running web server providingrdima
content to 250 simultaneous clients. It does so by allowiegtM
to continue running on the source host during the migratiatali-
tionally, our approach is transparent to the migrated VM| does
not interrupt open network connections to and from the VMruyr
wide area migration. It guarantees consistency of the Vigizal
persistent state at the source and the destination afteaticig,
and is able to handle highly write-intensive workloads.tRermo-
re, it does not introduce additional service disruption pared to
memory-only migration, nor does it incur a high 1/O performa
overhead. In the wide-area our system reduces serviceptianu
by several orders of magnitude compared to freeze-and-appy
proaches.

In the future, we plan to queue deltas on the source host and

send them to the destination host in batches. This will athpti-
misations such as duplicate elimination, and improve ngkyger-
formance. At the same time, we plan to integrate data corsiomes
facilities in the communication between the migration mfiand
the migration daemon, as well as add better support for sfiides.
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